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How to Recognize a COVID-19 Scam

Online scams have been on the rise since the start of the COVID-19 pandemic, and 
new kinds are popping up. Scammers tend to target older adults, especially those 
more vulnerable to the virus. Many scams use fear and panic to make the victim act 
quickly without thinking first. That’s why it can help to know the signs of a scam  
before you’re confronted with one. Here’s how to recognize a COVID-19 scam.

Fake Products

Some of the most common COVID-19 scams online advertise supposed cures or test 
kits. Websites may offer products that claim to prevent the virus, or even provide vac-
cine kits. Right now, there is no Food and Drug Administration-approved home cure or 
treatment for the virus, and many fake at-home test kits are being advertised online.

Fake Charities
There are numerous fake charity organizations asking for money on the internet and 
over the phone. They may be asking you to donate money to 
research efforts or to individuals affected by the virus. 
You can verify that a charity is real by checking if 
it’s on the IRS’s official tax-exempt organization 
list or the Better Business Bureau’s list. 
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See the Raymond James Disclosure, page 3.

Phishing 
Scammers are taking advantage of the fact that many people are looking for the  
latest information on the virus. There are fake news sites, and some sites that pose as 
the CDC (Centers for Disease Control and Prevention) and the WHO (World Health 
Organization). Don’t click on links in any email from sources you don’t know, and be 
careful when looking up information online. This is especially important to remember 
for staying cyber-secure when working from home.

Fraudsters Posing as Family Members 
Fraudsters may pretend to be calling on behalf of a family member and claim that 
they’ve been in an accident and need money for a hospital bill. Now, this scam has 
been adapted to COVID, where someone posing as a family member contacts  
someone, saying they have the virus and need money for treatment. This scam can  
be particularly dangerous since it can cause someone to make a panicked decision 
without second-guessing it or checking in with the family member first.

There is so much information available on the virus, legitimate charities, and medical 
advances. Unfortunately, scammers can try to imitate these and take advantage of 
worried people during this time. That’s why it’s important to always be on the lookout 
for scams and to know what you’re looking for. In today’s digital world, knowing  
exactly who you’re dealing with is more important than ever – that’s why we offer  
no cost, no obligation financial reviews. Sign up to start talking with us about your  
financial planning needs.

Material provided by Lone Beacon, an independent third party, 
for advisor use.
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Disclosure:  

Steward Partners Global Advisory LLC and Poodiack Wealth Management Group maintains a 
separate professional business relationship with, and our registered professioals offer securities 
through, Raymond James Financial Services, Inc. Member FINRA/SIPC. Privacy Notice. Investment 
advisory services offered through Steward Partners Investment Advisory LLC.

Raymond James Financial Advisors may only conduct business with residents of the states and/
or jurisdictions for which they are properly registered. Therefore, a response to a request for in-
formation may be delayed. Please note that not all of the investments and services mentioned are 
available in every state. Investors outside of the United States are subject to securities and tax reg-
ulations within their applicable jurisdictions that are not addressed on this site. Contact your local 
Raymond James office for information and availability. Links are being provided for information 
purposes only. Raymond James is not  affiliated with and does not endorse, authorize or sponsor 
any of the listed websites or their respective sponsors. Raymond James is not resposible for the 
content of any website or the collection or use of information regarding any website’s users and/
or members.


